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Cyber-Incident dated 26th of February 2024 || claims number 107203 

 

Dear Sir or Madam, 

 

we refer to your notification of a potential data loss dated 26th of February 2024. 

The company APEX GmbH is co-insured under the contract.  

The law enforcement authorities informed you about a possible publication initialized 

by the hacking group „Monti“ of 100GB of sensible data. This led to our further 

investigations. 

Fortunately, our commissioned IT forensic investigations did not reveal any 

compromise of your IT systems. 

Based on the group's leak page, on which your domain was named, it was initially 

assumed that it could actually be your company's data. However, the data published 

27th of February 2024 on the leak page did not show a match between the systems 

in terms of system names and IP addresses. On the basis of the IT forensics review of 

the published data, it was established beyond doubt that it was not data from your 

company. 

Furthermore, your systems were subjected to extensive Thor scans by the IT 

forensic experts. It revealed no evidence of compromisation. The same applies to the 

protocols, systems, logs and user profiles supplied by you.  

 

Yours sincerely 

 

Janos Alexander 

Claims Manager 

Köln, 04.03.2024 


